
The purpose of this message is to describe to the AOs and ATs and IC credentialing staff what steps they 
must take to ensure that short-term patient care providers (e.g., Residents, Medical Students, Fellows, 
and Guest Researchers) and CC volunteers have the access they need to perform their duties.  This 
access includes both physical access to NIH-managed facilities, and logical access to NIH computers and 
information systems, including CRIS.   
 
Background: 
In accordance with a federal mandate to use PIV Cards for access to NIH-managed facilities, computers, 
and information systems, NIH is in the midst of a transition to require all NIH staff to use a PIV Card to 
open the gates and doors of all NIH-managed perimeter and critical infrastructure access points, and to 
log into government furnished Windows desktop and laptop computers.  The NIH physical access project 
is scheduled for completion in June 2014.  All NIH ICs and OD Offices are on track to complete the logical 
access transition by the end of March 2013.   
 
For everyone who has a PIV Card, this change is relatively simple and straightforward.  However, CC and 
Intramural patient care providers on short-term assignments of less than 6 months (e.g., Residents, 
Medical Students, Fellows, and Guest Researchers) and CC volunteers are not eligible to receive a PIV 
Card.  To ensure these short-term staff and volunteers have the access they need to perform their 
duties, NIH will continue to issue them an NIH ID Badge (Legacy Badge) for physical access.  For logical 
access, an exemption process is available that allows these individuals to log in with a username and 
password.  (Note that NIH and HHS are working on a solution that will eventually provide short-term 
staff with a smart card ID badge they will be able to use in place of a PIV Card for physical and logical 
access.  More information about this new badge will be provided when it is available.)  
 
 
 
Existing Short-Term Patient Care Providers: 
 
Short-term patient care providers who 1) are already registered in NED, 2) already have an NIH ID 
(Legacy) Badge, and 3) already have an NIH network account only need to be exempted from the 
requirement to log in with a PIV Card.   
 
New Short-Term Patient Care Providers: 
 
New short-term patient care providers and CC volunteers must first be added to NED as normal 
(sponsored for an NIH ID (Legacy) Badge and network account).  They must then be exempted from the 
requirement to log in with a PIV Card.  When registering the person in NED, the AO/AT should: 

1. Select whatever classification is appropriate, e.g., Volunteer, Collaborator (Clinical). 
2. Indicate the individual requires both a badge and a network account. 
3. Indicate the individual will be with NIH for less than six months. 
4. Enter the applicable position information. 
5. Register and sponsor the person. 

 
The new person will have to follow the existing badge and account processes (e.g., have their picture 
taken, take NIH Security Awareness Training, take NIH Privacy Awareness Training, complete CC 
credentialing process) to receive their NIH ID (Legacy) Badge and network and CRIS accounts. 
 
  



Granting Short-Term Patient Care Providers Access to CRIS and Esphere: 
 
In order to allow the fellows and volunteers access to CRIS and Esphere from the CC, their NIH Active 
Directory account will need to be placed in one or more NIH Active Directory exemption groups.   
 

1. If local access is required for CC staff, CC AOs or ATs must email Yvonne Almazan with CC user’s 
name, user’s email address, expected start date and expected end date.  Ms. Almazan will 
investigate.  If criteria are met, she will move the individual’s NIH user account into the CC SC 
USER NOCARD EXEMPT group.   

2. If local access is required for intramural staff, the IC Credentialing Coordinators will need to 
contact the IC ISSO to request the exemption.  IC ISSO or their designee will move the 
individual’s NIH user account into the IC’s SC USER NOCARD EXEMPT group.   

3. If remote access to CC systems is required during the clinical rotation, please share this link with 
the clinician.  The link provides directions to download and install the Citrix client on remote 
computers and register the computer to access CRIS.  The clinician will not need to install PIV 
card reader and software. 

http://cris.cc.nih.gov/access.html 
4. After the CITRIX client is installed and the computer is registered, the user will need to call CRIS 

Support at 301-496-8400 and request temporary access to the CITRIX exception site. 
 

 

http://cris.cc.nih.gov/access.html

