
 

 

  

 

 

  
  

  
  

  

 
 

 

 

 

 

NIH Clinical Center CIO Newsletter
 
May, 2011 
66th Edition 

This is the sixty sixth edition of a monthly broadcast email to the CRIS user community 
about CRIS capabilities and issues. In addition to the text version in this email, I’ve 
attached a PDF version that can be printed. I look forward to receiving your comments 
or suggestions at CIOnewsletter@cc.nih.gov. In addition, valuable information can be 
accessed at the CRIS and DCRI websites: http://cris.cc.nih.gov, 
http://www.cc.nih.gov/dcri. 

Topics of the Month 
 New in CRIS 

o	 Specimen Collection Status 

 Privacy and Security 
o	 Security Awareness Refresher Course 

 CRIS Support 
o	 CRIS Downtime 

	 2 Factor Authentication 

Checking Status of Specimen Collections in CRIS 
We’d like to report a huge enhancement to reporting the status of specimen 
collection in CRIS. 

 When a specimen collection order is released/activated, the lab order will 
update to “Pending Collection” on the CRIS Orders tab. 

 When you scan your specimen as collected in CareFusion, the lab order will 
update to “Specimen Collected” on the Orders tab. For more information, 
right-click on the order’s History Status to view the exact date/time collected.  
In the example below, line item #204 displays “Collected, HL7 Interfaces” in 
the “Who Requested” column.   

 When the specimen is received in DLM, the lab order will continue to reflect 
“Specimen Collected” on the Orders tab. You can obtain information on the 
received status by right-clicking on the order’s History Status to view the 
exact date/time received. In the example below, line item #205 displays 
“Received, HL7 Interfaces” in the “Who Requested” column.   

 When the lab results have posted to CRIS, the lab order will update to “Final 
Results” on the Orders tab. For more information, right-click on the order’s 
History Status to view the exact date/time resulted.  In the example below, 
line item #206 displays a resulted date/time of 5/11/2011 @ 07:47; the 
ordering physician’s name typically displays here.   

http://www.cc.nih.gov/dcri
http://cris.cc.nih.gov
mailto:CIOnewsletter@cc.nih.gov


 

 

 

 

 
 

 
 
 

 

 

 

 

 

 

 

 
 

 
 

Securrity Awaareness Refreshher Courrse 

RReminder - The 2011 Informatioon Securityy Awarenesss Refreshher Coursee 
mmust be completed att the Training Websitte by Junee 15th 

FFailure to ccomplete thhis trainingg by the deeadline meeans that yyour Activee 
DDirectory acccount wil l be disablled. 

Directiions for Taaking the 22011 Refressher Coursse: 
 Wherre is it? Goo to the Traiining Webssite at: http://irtsectrainning.nih.gov/. 

Log inn with your NIH ID andd select thee 2011 Refrresher. 
 Highl ights of thee training incclude a lead-in segmeent on Phishhing, updatted 

screeens, and fouur new screeens addresssing: Twoo-Factor Auuthenticationn, 
Mobille Device SSecurity, Faake Anti-Viruus and Perrsonally Owwned 
Equippment. 

 Beginnning this year, theree are TWOO versions of the Refrresher. 
o Most of y ou will see the regularr version off the Refressher. 
o	 If your IC considers you to be aa “Privilegedd User”, yoou will see aa 

slightly longer versioon of the Reefresher thaat includes a few extraa 
training screens andd an additional Rules oof Behaviorr for Privilegged 
User Accounts. If yoou have loccal administtrator accesss to your 
computerr, or elevateed access pprivileges too an IC or NNIH systemm, 
you’ll be sseeing the extended vversion of thhe Refresheer. 

o	 The trainiing system will give yoou the apprropriate version based on 
your NIH ID, i.e., whhen you log in, the system checkss to see if yyour 
ID was taagged as beeing a Privilleged Userr. No tag mmeans you ssee 
the regulaar version. 

	 Why did we creaate two verssions? Whhen HHS revised their Rules of 
Behavior, and addded the neew annual requiremennt that staff designatedd as 
a “Priivileged User” must alsso agree too Rules of BBehavior for Privilegedd 
User Accounts, wwe decidedd that it wouuld be betteer for those  affected byy 
this cchange to get two manndatory trainning requireements donne at the saame 
time! 

http://irtsectraining.nih.gov
http://intranet.hhs.gov/it/cybersecurity/docs/policies_guides/ROB/hhs_ocio_2010_0002.001s_hhs_rules_of_behavior_08262010.pdf
http://intranet.hhs.gov/it/cybersecurity/docs/policies_guides/ROB/hhs_ocio_2010_0002.001s_hhs_rules_of_behavior_08262010.pdf
http://ocio.nih.gov/security/nihitrob_for_Privileged_User_Accounts.html
http://ocio.nih.gov/security/nihitrob_for_Privileged_User_Accounts.html
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If you havee any technnical problems taking tthe course, please conntact 
the NNIH IT Service at http:///itservicedeesk.nih.gov v/. 

Any qquestions concerning tthis request should bee directed too the CC ISSSO 
at CCC-ISSO@ccc.nih.gov 

CRIS Downtimme 

Over the past yeear DCRI, inn conjunctioon with other clinical aand ancillarry 
deparrtments, haave been aaddressing hhow to improve the coommunication 
and eeducation oof CRIS dowwntime proccesses andd procedurees. As a ressult, 
manyy positive chhanges havve and will bbe taking pplace. 

New Manual Doowntime foorms 

Somee of the oldeer downtime manual foorms will noo longer bee used (e.g.. 
Mediccal Recordss/ Doctor's Orders -SFF508). A Doowntime forrms committtee 
has reevised as wwell as creaated some nnew downtiime manual forms. These 
formss will be avaailable thro ugh the Meedical Recoord Departmment. 

Downntime Toollkits 

Over the next few weeks, aall patient caare areas wwill receive downtime 
toolkits. Downtimme Tool Kitts contain tthe new CRRIS Downtimme Manual 
formss and refereence handoouts. They wwill be centtrally located and availlable 
in all patient caree areas for use duringg downtimess. Each areea is expected 
to maaintain/restoock their toool kit as neeeded and mmay contact the Mediccal 
Record Departmment to repleenish supp plies. 

CRISS Sundownn

Whennever there is an extennded CRIS Sunrise doowntime greeater than 990 
minuutes, an appplication caalled CRIS-SSundown wwill be madee available to 
userss. CRIS Sunndown is a copy of thee current CRRIS Sunrisee with vieww 
only aand printingg capabilitiees. The CRIS Sundowwn Icon is acccessed 
through Citrix at https://cccasper.cc.niih.gov. 

Additional downtime informmation is avaailable on tthe CRIS wweb site 
http:///cris.cc.nih..gov/proceddures/downntime.html 

http://cris.cc.nih.gov/proceddures/downntime
https://cccasper.cc.nih.gov/
mailto:CC-ISSO@cc.nih.gov
http://itservicedesk.nih.gov


   
   

      

      

 

  
  

 

  

 

  

 
  

  

  
 

  

  
 

 
  

 

  

2 Factor Authentication 

What’s Happening:  The NIH CIO has mandated that the NIH transition 
to 2-factor authentication for Remote Access NIH VPN by July 1, 2011.  
The purpose of this transition is to satisfy a security finding that has been 
long outstanding and to improve NIH’s information security posture. The 
use of 2-factor authentication requires the person logging on to the NIH 
Network to have two independent items of authentication such as; 

· Something that the person has like a PIV card (NIH badge) 
· Something that the person knows like the PIN associated with the     

PIV card 

Who’s Affected:  All users of the NIH Remote Access NIH VPN and 
users of CC CASPER, CRIS-Sunrise, ESA or any NIH Resources from 
non NIH locations. 

What Do I Need to Do:  In order to be prepared to utilize your PIV 
Smartcard for 2-factor authentication the following must be in place: 

1. 	 If you have Government Furnished Equipment (GFE), you 
will need a PIV Smartcard (NIH badge) reader for the 
computer. If you do not have a PIV Smartcard USB reader built 
in, then one will be provided by DCRI for Government furnished 
laptops. 

2. 	 If you have Government Furnished Equipment (GFE), you 
will need the new Cisco AnyConnect NIH VPN client installed.   

· 	 DCRI User Support will contact you directly to have your 
Government Furnished laptop brought in to perform a 
laptop health check. At which time the new AnyConnect 
VPN client, PIV card reader ActivID software and drivers 
will be installed onto your GFE laptop. 

3. 	 If you have Personally Owned Equipment (POE)  you will 
need a PIV Smartcard USB reader, PIV card and ActivID 
software installed on your  Personally Owned Equipment 
(POE). 

o 	 To access the instructions for installing ActiveID client 
software and configuring PIV certificates click on the 
following link: http://smartcard.nih.gov/PKI_PIVguides.htm. If 
you experience any issues please contact the NIH IT Service 
Desk at 301 496-4357. 

http://smartcard.nih.gov/PKI_PIVguides.htm


 

      

 
 

   
   

  
 

 
 

  

  

  

  
 

  

  
  

  
 

 
  

 

 
  

 

o 	 For information about where to purchase PIV Smartcard 
USB readers located under Supported USB devices for 
Personally Owned Equipment (POE). 

o 	 If you use the NIH VPN you will need the new Cisco 
AnyConnect NIH VPN client installed.  Instructions for 
installing the new Anyconnect VPN client are available at 
http://isdp.nih.gov/isdp/version.action?prodid=140 

4. 	 You need to know the PIN associated with your PIV card.  You 
created this PIN when you first received your PIV card.  If you 
don’t remember your PIN, follow the instructions below to have 
your PIN reset. 

How Do I Test My PIV Card:  Note: The following steps allow users to test 
the PIV card reader, PIV PIN from non NIH location 

1. 	 Insert PIV card into their PIV/smart card reader   
2. 	 Go to https://ned.nih.gov/ned and click on the “Log in” button on the 

RIGHT HAND SIDE of the page 

Getting your PIV PIN reset: 

· 	 Please go to the South Lobby Badging Station in Bldg 10 to reset it.  
· 	 For staff who work evenings, nights and weekends, the CC datacenter 

can reset your PIN. No appointment is required but we do ask that you 
call 301-496-7525 prior to coming. The CC datacenter is located at 
B25750 of the CRC.   

Supported USB devices for Personally Owned Equipment (POE): 

SGT111 DOD Military USB Common Access CAC Smart Card Reader 
$26.00 
http://www.amazon.com/SGT111-Military-Common-Access­
Reader/dp/B003HI83WO/ref=pd_bxgy_e_img_b 

SCM Microsystems USB Smart Card Reader (SCR3310) $16.99 
http://www.amazon.com/Microsystems-Smart-Card-Reader­
SCR3310/dp/B0012K5P02/ref=pd_sim_e_4 

SCM SCR331 USB Common Access CAC Smart Card Reader, CCID 
Compatible for Windows 7 Vista XP Mac and Linux Computers $14.49 
http://www.amazon.com/SCM-SCR331-Compatible-Windows­
Computers/dp/B002XJG71M/ref=pd_sim_e_3 

http://www.amazon.com/SCM-SCR331-Compatible-Windows-Computers/dp/B002XJG71M/ref=pd_sim_e_3
http://www.amazon.com/Microsystems-Smart-Card-Reader-SCR3310/dp/B0012K5P02/ref=pd_sim_e_4
http://www.amazon.com/SGT111-Military-Common-Access-Reader/dp/B003HI83WO/ref=pd_bxgy_e_img_b
https://ned.nih.gov/ned
http://isdp.nih.gov/isdp/version.action?prodid=140


 

 
  

 
  
  

  

 

  

SGT118 Smart Badge CAC ID Holder & USB Smart Card Reader $34.95 
http://www.amazon.com/SGT118-Smart-Badge-Holder­
Reader/dp/B003V8TFEA/ref=pd_sim_e_8 

If a user would like to check to see if they have a compatible USB smart 
card reader for windows 7 32 & 64 
http://www.microsoft.com/windows/compatibility/windows-7/en­
us/Browse.aspx?type=Hardware&category=Graphics%20Cards%20%26 
%20Components&subcategory=Smart%20Cards&page=2 

If you have any questions or would like for us to attend a Departmental 
meeting to review with your staff then please contact Yvonne Almazan, 
yalmazan@nih.gov. 

DCRI ROAD TRIPS 

On May 6th, DCRI participated in the Healthcare IT Roundtable, a 
quarterly event held at Penn Medicine in Philadelphia. It is comprised of 
various health systems and includes collaborative discussions, knowledge 
sharing, innovative demonstrations, and brainstorming.  Dr. Patty 
Sengstack, Deputy Chief Information Officer (CIO), Clinical Informatics, 
and Dr. Jon Walter McKeeby, CIO, NIH/CC, co-presented “Project 
Prioritization at the NIH Clinical Center”.  Susy Postal, Team Lead for 
Support, Training, and Analysis, presented “Supporting System Downs: 
DCRI’s Downtime Procedure”. It was a wonderful opportunity for DCRI to 
participate, contribute, and learn from other facilities. 

On May 12th-14th, at the American Nursing Informatics Association (ANIA­
CARING) Annual conference, Sue Houston, Chief, Portfolio and EPLC 
Management, and Patty Sengstack presented the following: 

1. “A Two-Phased Approach to Evaluate the Success of HIT 
Implementations” 

2. “Project Management: The Next Level – Managing Scope, Risks & 
Issues” 

3. “2010 Year in Review of Informatics Research - Pre-conference 
Workshop” 

mailto:yalmazan@nih.gov
http://www.microsoft.com/windows/compatibility/windows-7/en-us/Browse.aspx?type=Hardware&category=Graphics%20Cards%20%26%20Components&subcategory=Smart%20Cards&page=2
http://www.amazon.com/SGT118-Smart-Badge-Holder-Reader/dp/B003V8TFEA/ref=pd_sim_e_8


 

 

 

 
 

 

 

  

 

NIH RResearchh Festivaal May 118 


Jackie Feinberg, a post-bacc IRTA for DCRI over the last year, presented 
pilot wwork she haas done witth documennting MLM’ss in CRIS, one strateggy to 
improove clinical documentaation. 

Take YYour Chhild to WWork Dayy 

DCRII participateed in Take YYour Child to Work Daay held Thuursday April 
28th. Two sessioons offeredd a total of 223 children and their 
parennts/guardianns who learrned about networks aand dissectted a computer. 



 
 
 




